
Backscatter Communication Security 

In backscatter communications (BC), backscatter devices harness Radio Frequency (RF) signals 

for energy harvesting, enabling ultra-low power consumption during communications. The BC 

has attracted considerable attention in both academia and industry. It has wide-range of 

applications in the fields of Internet of Things (IoT), healthcare, finance, and so on. Nevertheless, 

the backscatter devices face special constraints due to limited capability and signal reflection 

for communications, giving rise to novel challenges that demand in-depth investigation into 

security and reliability. This talk delineates the prevailing shortcomings and obstacles in BC, 

alongside my team's achievements in realms like physical layer authentication, physical layer 

key generation, system resource optimization and secure communication. Lastly, perspectives 

for advancing the future of backscatter communication will be presented. 
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